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REMARKS 

This is a full and timely response to the outstanding non-final Office Action 
mailed Januaiy 24, 2006. Reconsideration and allowance of the application and 
pi esently pending claims are respectfully requested 



1. 



Amendments to the Specification 

Applicants have amended portions of the specification, as previously 
inhicated. It is believed that the following amOTdments add no new matter to the 
pi ^ent application. 



Response to R^ej^ption of Claims 1-10. 12^16. and Ti nder 35 11 R r 
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In the Office Action, claims 1-10, 12-16, and 18-21 stand rejected under 35 
C. §103(a) as allegedly being unpatentable over Lagarde (U.S. Patent No. 
21,908) in view of SmUh (U.S. Patent No. 6,151,675) in fiirther view of f^anstone 
Patent No. 6,134,325). It is well-established at law that, fcr a proper rgection of a 
under 35 U.S.C. §103 as being obvious based upon a combination of references, 
cited combination of references must disclose, teach, or suggest, either impUcitly or 
»Kcitty, all elements/features/stcps of the claim at issue. See, e,g,. In Re Daw 
h 5 U.S.P,Q,2d 1529, 1531 (Fed. Cir. 1988), and In re Keller, 208 
P.Q.2d 871. 881 (C.CJ.A. 1981). 

a- Claim I 

As provided in independent claim 1, Applicants claim: 

From a user's browser, a secure method of image production in 
a web-based imaging environment, said method comprising the steps 

accessing a destination web service; 

downloading into said browser web content associated with 
said accessed destination web service; 

downloading into said browser a public encryption key from 
said accessed destination web service; 

retrieving image data under control of said browser, 
encrypting said retrieved image data, wherein said downloaded 
public encryption key is utilized as part of said encrypting step; 
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transmitting said encrypted image data to said accessed 
destination web service; and 

decrypting said encrypted image data by said accessed 
destination web service, wherein a private encryption key counterpart 
of said public ^cryption key is utilized as part of said decrypting step, 
said private encryption key being accessible exclusively to said 
accessed destination web service. 

O^phasis added). 

In the present case, fee cited art does not teach or suggest all of the 
cl iim limitations, and there is no suggestion or motivation in the cited art to modiiy 
references to include those limitations. For example, neither Lagarde nor Smith 
or suggests "downloading into said browser a public encryption key ftom said 
destination web sgrvifife " as recited and emphasized above in claim 1. 
asis added). For example, Smith teaches "encrypt[ing] the document with the 
key of a server associated wilh the recipient of the document, instead oj * 



th 



te; LChes 



ac :^essed 



(E tnpha 
pu 3lic 

:ryptin^ the document with the nublic k ^ of the intended recipient ." CoL 4, lines 



en:] 



I 



(Emphasis added). To encrypt the document with the pubKc encryption key of an 
recipient, sut* as a destination web seorvice. Smith teaches that the encrypted 
ument would have to be decrypted and then reencrypted by the DDCS server 
ut^zing the pubKc encryption key of the recipient. See coL 6, lines 48-60. 

Therefore, Smith is devoid of a teaching for downloading a public encryption 
of a destination web s«vice into a browser, since Smith discloses that the public 
of an intended recipient is not provided to a browser. Moreover, Smith teaches 
the approach of not providing a public key of an intended recipient to a browser is 
over an approach where a public key of a destination web service is 
to a browser. In particular, Smith clearly states that "tngtead of i>ncrvnting 
document with the public kev of thfe intend e d recipteiit " the document is 
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"with the public key of a server associated with the recipient of the 
Col. 4, lines 4-7 (Emphasis added). Hence, to modify, the teachings of 
th to include the feature of "downloading into said browser a pubUc encryption 
from said accessed destination web service" is contrary to the teachings of Smith. 
As a result, it would not be obvious to combine Smith with a reference (eg., 
that aUegedly teaches encrypting a doc^ent wifli a public key of an 
recipient, since Smith provides no motivation for doing so and clearly 
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away from such. See ACS Hospital System;^, Inc., v. Montefiore Hospital, 732 
1572, 1577; 221 U.S.P.Q. 929, 933 (Fed. Cin 1984) ("Obviousness camiot be 
by combining the teachings of the prior art to produce the claimed 
I, absent some teaching or suggestion supporting the combination. Under 
103, teachings of teferOTces can be comhined only if there is some suggestion 
incentive to do $o,")- See also ALCO Standard Corp, v. Tennessee Valley 
Akthority, 808 F.2d 1490, 1498, 1 U.S.P.Q.2d 1337, 1343 (Fed. Cir. 1986) 
Vloreover, the question is not simply whether the prior art 'teaches* the particular 
of the invention, but whether it would "suggest the desirability, and thus the 
of making the combination/"); Lindemann Maschinenfabrik GMBH v. 
Hoist and Derrick Co., 730 F.2d 1452, 1462, 221 U.S.P.Q, 481 (Fed. Cir. 
("The claimed invention must be considered as a whole, and the question is 
there is something in the prior art as a whole to suggest the desimbility, and 
the obviousness, of making the combination."). 

Therefore, a prima fecie case establishing an obviousness rejection has not 
made by the proposed combination ofLagarde in view of Smith in further view 
Vanstone. Thus, claim 1 is not obvious in view of the cited references, and the 
should be withdrawn for at least this reason alone. 
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b. Claims 2-1 Q 

Because independent claim 1 is allowable over the cited art of record, 
claims 2-10 (which depend fcom independent claim 1) axe allowable as a 
of law for at least the reason that the dependent claims contain all the steps and 
I of independent claim 1 . For at least this reason, the rejection of claims 2-.1 0 
sh4uld be withdrawn. 
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Claim 12 

As provided in independent claim 12, Applicants claim: 

A computer for providing secure image production in a web- 
based imaging environment, said computer operable to: 
access a destination web service; 

download web content jfrom said destination web service to a 
user's hfowser; 



-10- 



PA6E11i17'RCVDAT4/19/2IHI6 2:16:39 PM {Eastern 



84/19/2096 14:22 7709510933 



THOMAS, KAYDEN 



PAGE 



lit litatiojQs, 



re 



or suggests ' 



the 



Serial No.: 10/002,062 
An Unit: 2134 



download a public encryption key from said destination web 
service to the user^s browser; 

encrypt imaging data usiog said public encryption key as part 
of encryption process; 

transmit said enciypted imaging data to said destination web 
service; and 

direct said destination web service to decirypt said encrypted 
imaging data using a private encryption key counterpart of said public 
encryption key as part of decryption process, said private encryption 
key being accessible exclusively to said destination web service. 



(^niphasis added). 

In the present case, the cited art does not teach or suggest all of the claim 
I, and there is no suggestion or motivation in the cited art to modify the 
erences to include those limitations. For example, neither Lagarde nor Smith teaches 
'download[ing] a public encryption key &om said destination we^ service to 
usef s browsg, " as recited in claim 12. (Emphasis added). For example. Smith 
teiches »'encrypt[ing] the document with the public key of a server associated with tfae 
recipient of the document. instea4 pf mcrvpting tfae document with the ni,hi,v. nf 
int^ded recipient." Col. 4. lines 4-7 (Emphasis added). To enciypt die document 



the public encryption key of an intended recipient, such as a destination web 
Smith teaches that the encrypted document would have to be decrypted and 
reenciypted by the DDCS server utilizing the public encryption key of the 
See coL 6, lines 48-60. Therefore. Smith is devoid of a teaching for 
a public encryption key of a destination web service into a browser, 
36 Smith discloses that the public key of an intended recipient is m provided to a 
. Moreover, Smith teaches that the ^iproach of not providing a public key of 
ntended recipient to a browser is prefeixed over an approach where a public key of 
djsstination web service is provided to a browser. In particular. Smith clearly states 
'instead of encrvnting the dncn ment with the public ki^y of the lntgnd«t 
" a document is raicrypted "with the public key of a server associated with 
recipient of the document.- Col. 4, lines 4-7 (Emphasis added). Thus, to modify, 
of Smith to include the feature of "download[ing] a pubUc encryption key 
said destination web service to the ufser's browser" is in opposition to the 
of Smith. 
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As a result, it -would not be obvious to combine Smith with a reference {e.g., 
V instone) that allegedly teaches encrypting a document with a public key of an 
ictwided recipient, since Smith provides no motivation for doing so and clearly 
te iches away Srom such. See ACS Hospital Systems, Inc.. v. Montefiore Hospital, 732 
F.2d 1572, 1577; 221 U.S.P.Q. 929, 933 (Fed. Cir. 1984) ("Obviousness cannot be 
established by combining the teachings of the prior art to produce the claimed 
itn^ention, absent some teaching or suggestion supporting the combination. Under 
se :tion 103, teachings of refterences can be combined t7«(v if there is some suggestion 
01 incentive to do so."). See also ALCO Standard Corp. v. Tennessee Valley 
Avihority, 808 F.2d 1490, 1498, 1 U.S.P.Q.2d 1337, 1343 (Fed. Cir. 1986) 
(" Moreover, the question is not simply whediCT the prior art teaches' the particular 
ell anent of the invention, but whether it would 'suggest the desirability, and thus the 
ol viousness, of making the combination."'); Lindemann Maschinenfabrik QMBH v. 
Atierican Hoist and Derrick Co., 730 F.2d 1452, 1462, 221 U.S.P.Q. 481 (Fed. Cir. 
IS 84) ("The claimed invention must be considered as a whole, and the question is 
wj leUier there is something in the prior art as a whole to suggest the dcsirabiUty, and 
thi is the obviousness, of making the combinatioa"). 

Therefiare, a prima facie case establishing an obviousness rejection has not been 
mi de by the proposed combination of Lagarde in view of Smith in further view of 
Vcnstone. Thus, claim 12 is not obvious in view of the cited references, and the 
relation should be withdrawn fbr at least this reason alone. 

d. Claims 13-1fi 

Because independent claim 12 is aUowable over tije cited art of record, 
dejjendent claims 13-16 (which depend from independent claim 12) are alJowidjle as a 
of law for at least the reason that the dependent claims contain all the elements 
features of independent claim 12. For at least this reason, the rejection of claims 
1 3-|l 6 ^ould be withdrawn. 
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e. Claim 18 



As provided in independent claim 18, Applicants claim: 

A system for providing secure image production in a web- 
based imaging environment, said system comprising: 

a user's browser operable to enciypt image data using a first 
encryption key as part of encryption process and to transmit said 
encrypted image data; 

a desttnatioH web service representing a production device^ 
said web service operable to download said first encryption key into 
said user's browser, said destination web service further operable to 
receive said transmitted encrypted image data and to decrypt said 
received encrypted image data using a private encryption key 
counterpart of said first enciyption key as part of decryption process; 
and 

a data path interconnecting said user's browser with said 
destination web service. 



or 



se vice 



;is added). 

In the present case, the cited ait does not teach or suggest all of the claim 
and there is no suggestion or motivation in the cited ait to modify the 
to inchide those limitations. For example, neither Lagarde nor Smith teaches 
suggests "a destination web service representing a production device, said web 
operable to download said first encryption key into said user's browser, said 
web service further operable to receive said transmitted encrypted image 
and to decrypt said received encrypted image data using a private racryption key 
cohnterpart of said first encryption key as part of decryption process," as recited in 
cl4im 18. 

For example, Smith teaches "encrypt[ing] the document with the public key of a 
associated with the recipient of the document, instead of encnmtinp the 
with the PPblic key of the intended req ipier^t » Col 4. lines 4^7 (Emphasis 



de stination 
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sei ver 



do :ument 



added). 



To encrypt the document with the public encryption key of an intended 
such as a destination web service, Smith teaches that the encrypted 
would have to be decrypted and then reencrypted by the DDCS server 
utilizing the pubUc encryption key of the recipient. See col 6, lines 48-60. 
3, Smith is devoid of a teaching for downloading a public encryption k^ of a 
web service into a browser, since Smith discloses that the public key of an 
recipient is not provided to a browser. Moreover, Smith teaches that the 
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ai proach of not providing a public key of an intended recipient to a browser is 
pieferred over an approach where a public key of a destination web service is 
pi ovided to a browser. In particular. Smith clearly teaches "encrypt[ing] Ihe document 
w th the public key of a server associated with the recipient of the document, instead 
fli JincrvDtlng the dociiit^ent with the public kfev nf the intended recinieiit " Col. 
4, lines 4-7 (Emphasis added). Hence, to modify, the teachings of Smith to include the 
feUure of "a destination web service representing a production device, said web 
se -vice operable to download said jSrst encryption key into said user's browser, said 
de stination web service further operable to receive said transmitted enciypted image 
da ta and to decrypt said received encrypted image data using a private encryption key 
coirateipart of said first encryption key as part of decryption process" would teach 
av ay firom Sfnith. 

As a result, it would not be nhvinyn to combine Smith with a reference (e.g., 
Vcnstone) that allegedly teaches encrypting a document with a pubUc key of an 
inl ended recipient, since Smith provides no motivation for doing so and clearly 
tej ches away from such. See ACS Hospital Systems. Inc., v. Montefiore Hospital, 732 
F.2d 1572, 1577; 221 U.S.P.Q. 929. 933 (Fed. Cir. 1984) ("Obviousness cannot be 
esiabUshed by combining the teachings of the prior art to produce the claimed 
ention, absent some teaching or suggestion supporting the combination. Under 
sec don 103, teachings of references can be combined only if there is some suggestion 
or incentive to do so."). See also ALCO Standard Corp. v. Tennessee Valley 
Au hority, 808 F.2d 1490. 1498. 1 U.S.P.Q.2d 1337. 1343 (Fed. Cir. 1986) 
("^ [oreover. the question is not simply whether the prior art teaches' the particular 
ele nent of the invention, but whettier it would 'suggest the desirability, and dius the 
ob^ iousness, of making the combination."*); Lindemann Maschinenfabrik GMBH v. 
Atn Tricon Hoist and Derrick Co., 730 F.2d 1452, 1462, 221 U.S.P.Q. 481 (Fed. Cir. 
195 4) ("The claimed invention must be considered as a whole, and the question is 
wh :ther there is something in the prior art as a whole to suggest the desiiabiUty. and 
thu ! the obviousness, of making the combination."). 

Therefore, a prima facie case estabhshing an obviousness rejection has not been 
mai le by the proposed combination of Lagarde in view of Smith in further view of 
Vat stone. Thus, claim 18 is not obvious in view of the cited references, and the 
reje :tion should be withdrawn for at least this reason alone. 
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f. Claims 19-21 

Because independent claim 18 is allowable over the cited art of reconl, 
d4pendent claims 19-21 (which depend from independent claim 18) are allowable as a 
of law for at least the reason that the dependent claims contain all the elements 
features of independent claim 18. For at least this reason, the rejection of claims 
21 should be withdrawn. 
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Response to Rejection of Claims 1 1.17, and 22 Under 35 US.C. 610^(a\ 
In the OflBce Action, claims 11, 17, and 22 stand rejected under 35 U.S.C. 
(a) as allegedly being unpatentable over Lagarde in view of Smith in further view 
:)^4pptied Cryptography by Bruce Schneier. 

As noted above, claims 1,12, and 1 8 are allowable over the cited art of record. 
Firthcrmore, Applicants finds nothing in Applied Cryptography to remedy the 
de Sciencies of the cited art regarding claims 1, 12, and 18. Therefore, claims 1 1, 17, 
22 which depend from respective independent claims 1, 12, and 18 are also 
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Additionally and notwithstanding the foregoing reasons for allowability of 
11, 17, and 22, these claims recite fiirther features and/or combinations of 
(as is ^parent by examinalion of the claims themselves) that are patentably 
tinct from the cited art of record. Accordingly, the rejections to these claims should 
be withdrawn. 
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CONCLUSION 

In light of the foregoing amendments and for at least the reasons set forth 
abtve. Applicants respectfully suhmit that all objections and/or rejections have been 
tra /ersed, rendered moot, and/or accommodated, and that the pending clainos are in 
C01 iditiotx for allowance. Favorable reconsideration and allowance of the present 
api Plication and all pending claims are hereby courteously requested. If, in the opinion 
of he Examiner, a telephonic confermce would expedite the examination of this matter, 
th^ Examiner is invited to call the undersigned agent at (770) 933-9500. 

Respectfmiy submitted. 
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